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Introduction
The internet and other technologies have the potential to offer many positive
benefits to young people. As with everything, this is not without risk. We
want our pupils to be able to fully exploit the benefits offered by ICT while
doing so in a safe manner. Online messaging, social networking and mobile
technology effectively mean that children can always be ‘online’. Their social
lives, and therefore their emotional development, are bound up in the use of
these technologies.

The draft Ofsted framework of 2019 Ofsted states, in the context of an
inspection, online safety may be described as the schools’ ability to:
 Protect and educate pupils and staff in their use of technology
 Have the appropriate mechanisms to intervene and support any incident
where appropriate.
The breadth of issues classified within online safety is considerate, but can be
classified into three areas of risk:
 Content – being exposed to illegal, inappropriate or harmful material
 Contact – being subjected to harmful online interaction with other users
 Conduct – personal online behaviour that increases the likelihood of, or
causes, harm.
The purpose of this policy is to ensure that all at St Francis’ School are kept
aware of the risks as well as the benefits of technology and how to manage
these risks and keep themselves and others safe. It details the measures that
we have put in place to support this.

Scope of the Policy
The policy applies to all members of St Francis’ School including staff, parents,
volunteers, parents/carers and visitors who have access to and users of the
schools ICT systems. It applies to all systems in school but also out of school
although we recognise the challenges of addressing ‘out of school’ issues,
where the school can only offer advice and guidance but not enforce
governance.

The Education and Inspections Act 2006 empowers Head teachers, to such
extent as is reasonable, to regulate the behaviour of pupils when they are off
the school site and empowers members of staff to impose disciplinary
penalties for inappropriate behaviour. This is pertinent to incidents such as
cyber-bullying, or other online safety incidents covered by this policy which
may take place out of school, but are linked to membership of St Francis
School. The SLT will deal with incidents within the policy and will inform
parents/carers of known incidents of inappropriate online safety behaviour
that take place out of school.

Roles and Responsibilities
All members of the school community have a responsibility to keep themselves
and others safe whilst using the school online systems and have a duty to
report any e-safety concerns to the Designated Safeguarding Lead and the
Deputy Designated Safeguarding Lead.
 The governors have overall responsibility for ratifying the policy,
ensuring that it is implemented and monitoring it.
 The Head teacher is responsible for ensuring the safety (including online
safety) of members of the school community and is also the designated
person for child protection.
 The Designated Safeguarding Lead (and Deputy DSL) are aware of the
potential for serious child protection issues to arise from sharing of
personal date, access to illegal/inappropriate materials, inappropriate
online contact with adults/strangers, and potential or actual incidents of
grooming and cyber-bullying. In the absence of the Head teacher, the
Deputy is also aware of all procedures to be followed in case of a serious
incident.
 Teachers, support staff, parents and volunteers (including trainees) who
work on the school systems must ensure that they are aware of online
safety issues and follow policy, procedures and practices and have
signed the ES Staff Acceptable Use Policy Agreement (see Appendix 1).

 Pupils are also responsible for using ICT. This are outlined in the ES Pupil
Acceptable Use Policy Agreement KS1/KS2 (See Appendix 2a and 2b). At
the start of each school year, each teacher discusses the ES Pupil
Acceptable Use Policy agreement with their class and the children add
their name to the sign up sheet (see Appendix 3) to show they
understand their responsibilities.
Our school monitors the work of external technical support staff and ensures
that they are fully aware of this policy. The technical support provider is
responsible for ensuring that school infrastructure is secure, and not open to
misuse or attack. Users can only access the school’s network through an
enforced password protection policy.

Education of Pupils and the Curriculum
Online safety is now a statutory part of the curriculum. As a school, we
believe that it is crucial to educate children about how to behave responsibly
online and how to keep themselves and others safe. Children and young
people need the help and support of the school and parents to recognise and
avoid e-safety risks. There is a planned and progressive scheme of work for
online safety which is taught within every year group. Staff are also pro-active
in dealing with incidents as they arise and talk to the children regularly about
using the internet safety.
Alongside the curriculum provision, we also teach e-safety in various other
ways such as:





Through other subjects – eg online behaviour is covered in PSHE.
Annual online safety events such as Safer Internet Day.
Sharing and discussing the ES Acceptable Use Agreements
Staff act as good role models in their own use of digital technologies, the
internet and mobile devices.
 Staff are aware that there may be some children that are more
vulnerable than others to being approached online and endeavour to
ensure that these children understand the issues involved.
 Online behaviour is dealt with in accordance with our behaviour policy.

 In lessons where internet use is pre-planned, pupils are guided to sites
checked as suitable for their use and processes are in place for dealing
with any unsuitable material that is found in internet searches (eg
reporting this to staff).

Use of Digital Images and Videos
Digital imaging technologies create significant benefits to learning, allowing
staff and pupils instant use of images that they have recorded themselves or
downloaded from the internet. However, staff and pupils need to be aware of
the risks associated with sharing images and with posting digital images on the
internet. Those images may remain available on the internet forever and may
cause harm or embarrassment to individuals in the long or short term.
Children are informed and educated about such risks, and, in order to reduce
the likelihood of the potential for harm, clear guidance for both Staff and
children concerning the sharing, distribution and publication of images, is
provided as part of the e-safety curriculum and in the ES Acceptable Use
guidelines.
 When using digital images, staff will actively inform and educate pupils
about the risks associated with the taking, using, sharing, publication
and distribution of the images. In particular, pupils need support to
recognise the risks attached to publishing their own images on the
internet eg on social networking sites.
 Parents are welcome to take videos and digital images of their own
children at school events for their own personal use. To respect
everyone’s privacy, these images should not be published/made publicly
available on any public social networking sites. Everyone attending
performances and school events is reminded about these expectations
at each event.
 Staff are allowed to take digital/video images to support educational
aims, but must follow school guidelines concerning the sharing,
distribution and publication of these images. Consent from the Head
teacher is required to use personal ICT equipment to photograph/video
children.

 Care should be taken when taking digital/video images to ensure that
pupils are appropriately dressed and are not participating in activities
that might bring the individuals or the school into disrepute.
 Pupils should not take, use, share, publish or distribute images/videos of
others without their permission, and staff reinforce this when
appropriate.
 Parents sign permission forms to say that they will allow images to be
taken of their child and used for educational purposes. Images are only
taken of individuals and used when there is a signed permission form in
place.
 Pupil’s full names are not published on any online platform or school
communication including the website and newsletter. Photographs
published anywhere that include pupils are carefully selected and not
used in association with pupils’ full names.
Data Protection
The school complies with the General Data Protection Regulation which states
that personal data must be









Fairly and lawfully processed
Processed for limited purposes
Adequate, relevant
Accurate
Kept no longer than necessary
Processed in accordance with the data subject’s rights
Secure and only transferred to others with adequate protection
All personal date will be fairly obtained in accordance with the ‘Privacy
Notice’ and lawfully processed in accordance with the ‘Conditions for
Processing’

Staff ensure that they
 Keep personal data safe, minimising the risk of its loss and misuse
 Use personal date only on secure password protected
computers/devices, ensuring they are properly logged off at the end of a
session using personal data
 Transfer data using encryption and secure password protection devices

 Delete personal data from portable devices once they have finished with
it.
Parents/Carers
Parents have a critical role to play in supporting their children with managing
e-safety risks at home, regulating their home experiences and reinforcing key
messages about e-safety. The school supports parents to do this by
 Providing clear acceptable use guidance
 Providing information via the newsletter to keep parents informed
 Communicating reported issues to parents so that they can take
appropriate steps to follow these up with their child at home.
 Making parents aware of events such as Internet Safety day.

Passwords Access to Systems
All our systems are accessed via an individual username and password, which
support data protection requirements. Staff also have restricted access to
different drives depending on their role in school.
Internet Provider and Filtering
Our school internet service includes a filtering service to limit access to
unacceptable material for all users. However, we are aware that no filtering is
completely infallible and consequently focus on teaching pupils to keep safe
through our curriculum and teaching.
Technical Staff – Roles and Responsibilities
The school ensures, when working with our technical support provider, that
the following guidelines are adhered to.
 There a regular reviews and audits of the safety and security of school
ICT systems.
 Servers, wireless systems and cabling are securely located and physical
access is restricted.
 All users have clearly defined access rights to school ICT systems and are
provided with a username and password by the technical support
provider.

 Users are responsible for the security of their username and password.
They must not allow other users to access the system using their log on
details and must immediately report any suspicion or evidence that
there has been a breach of security.
 Temporary staff (such as supply teachers or student teachers) may be
given a password (at the discretion of the Head teacher) and this will
provide limited access to our ICT systems.
 Appropriate security measures are in place to protect the servers,
firewalls, routes, wireless systems, work stations etc from accidental or
malicious attempts which might threaten the security of the schools
systems and data.
 The school infrastructure and individual workstations are protected by
up to date virus software.
 Staff have a responsibility to ensure that any ICT equipment provided to
them as part of their role, is kept safe both on and off the premises.
Communications Technologies
A wide range of communications technologies have the potential to
enhance learning and management. The official school email service as well
as the school’s communication platform - Class Dojo – are used for
communications between staff and parents. Users must immediately
report the receipt of any communication that makes them feel
uncomfortable, is offensive, discriminatory, threatening or bullying in
nature and must not respond to any communication. Any digital
communication between staff and parents/carers must be professional in
tone and content. Personal email addresses must not be used for
communication with parents/carers or children.

Dealing with incidents
There are activities that are inappropriate in a school context and users
should not engage in these activities in school or outside school when using
school equipment. We expect all members of the school community to be
responsible users of ICT, who understand and follow this policy. However,
there may be times when infringements of the policy take place through
careless, irresponsible or, very rarely, deliberate misuse. Below are
guidelines of what to do if an e-safety related incident occurs

 Pupils report any issue to their teacher or other staff
 Staff must report urgently any child-protection issue to the Designated
Safeguarding lead using CPOMS.
 Any issues to do with filtering must be reported to the IT technician
 Pupils are shown how to use Hector Protector if they access unsafe
content and encouraged to report incidents to a trusted adult.

Appendix 1

Staff Acceptable Use Policy Agreement

This Acceptable Use Policy is intended to ensure:
• That staff and volunteers will be responsible users and stay safe while using the internet
and other communications technologies for educational, personal and recreational use
• That school ICT systems and users are protected from accidental or deliberate misuse that
could put the security of the systems and users at risk
• That staff are protected from potential risk in their use of ICT in their everyday work.
The school will try to ensure that staff and volunteers will have good access to ICT to
enhance their work, to enhance learning opportunities for pupils learning and will, in return,
expect staff and volunteers to agree to be responsible users.
Acceptable Use Policy Agreement
I understand that I must use school ICT systems in a responsible way, to ensure that there is
no risk to my safety or to the safety and security of the ICT systems and other users.
I recognise the value of the use of ICT for enhancing learning and will ensure that pupils
receive opportunities to gain from the use of ICT.
I will, where possible, educate the young people in my care in the safe use of ICT and embed
e-safety in my work with young people.
For my professional and personal safety:
• I understand that the school will monitor my use of the ICT systems, email and other
digital communications
• I understand that the rules set out in this agreement also apply to use of school ICT
systems out of school (eg laptops, email)
• I understand that the school ICT systems are primarily intended for educational use and
that I will only use the systems for personal or recreational use within the policies and
rules set down by the school
• I will not disclose my username or password to anyone else, nor will I try to use any other
person’s username and password
• I will immediately report any illegal, inappropriate or harmful material or incident I
become aware of, to the appropriate person.
I will be professional in my communications and actions when using school ICT systems:
• I will not access, copy, remove or otherwise alter any other user’s files, without their
express permission
• I will communicate with others in a professional manner, using official school systems e.g.
Microsoft Outlook. I will not use aggressive or inappropriate language and I appreciate
that others may have different opinions.
• I will ensure that when I take and / or publish images of others I will do so with their
permission and in accordance with the school’s policy on the use of digital / video images.
I will not use my personal equipment to record these images, unless I have permission to
do so. Where these images are published (eg on the school website) it will not be possible
to identify by name, or other personal information, those who are featured
• I will only communicate with pupils and parents/carers using official school systems. Any
such communication will be professional in tone and manner. Email communication
between staff and individual pupils is deemed inappropriate outside of learning purposes.

• I will not engage in any on-line activity that may compromise my professional
responsibilities.

The school and the local authority have the responsibility to provide safe and secure access to
technologies and ensure the smooth running of the school. A wide range of rapidly developing
communications technologies has the potential to enhance learning. The following table
shows how the school currently considers the benefit of using these technologies for
education outweighs their risks / disadvantages:

Mobile phones may be brought to
school

X

Use of mobile phones in social time

X

Taking photos on mobile phones or
other camera devices

•

Not allowed

X

Use of mobile phones in lessons

Use of hand held devices eg PDAs,
PSPs

Allowed for selected
staff

Allowed at certain
times

Communication Technologies

Allowed

Staff & other adults

X
X

Use of personal email addresses in
school, or on school network

X

Use of school email for personal
emails

X

Use of chat rooms / facilities

X

Use of instant messaging

X

When I use my personal hand held / external devices (PDAs / laptops / mobile phones /
USB devices etc) in school, I will follow the rules set out in this agreement, in the same
way as if I was using school equipment. I will ensure that any such devices are protected
by up to date anti-virus software and are free from viruses. Personal use of such devices
should only take place outside of lesson times and out of sight of children. Appropriate
places to use personal devices include the staff car park or the staff room.
• I will only access personal email accounts outside of school hours

• I will not open any attachments to emails, unless the source is known and trusted, due to
the risk of the attachment containing viruses or other harmful programmes
• I will ensure that my data is regularly backed up on the school network.
• I will not try to upload, download or access any materials which are illegal (child sexual
abuse images, criminally racist material, adult pornography covered by the Obscene
Publications Act) or inappropriate or may cause harm or distress to others. I will not try
to use any programmes or software that might allow me to bypass the filtering / security
systems in place to prevent access to such materials
• I will not try (unless I have permission) to make large downloads or uploads that might
take up internet capacity and prevent other users from being able to carry out their work
• I will not install or attempt to install programmes of any type on a machine, or store
programmes on a computer, other than programmes bought and licensed by the school,
nor will I try to alter computer settings. The school technician should first verify any
programmes/downloads required in addition to school programmes
• I will not disable or cause any damage to school equipment, or the equipment belonging to
others
• I will only transport, hold, disclose or share personal information about myself or others,
as outlined in the School / LA Personal Data Policy. Where personal data is transferred
outside the secure school network, it must be encrypted
• I understand that data protection policy requires that any staff or pupil data to which I
have access, will be kept private and confidential, except when it is deemed necessary that
I am required by law or by school policy to disclose such information to an appropriate
authority
• I will immediately report any damage or faults involving equipment or software, however
this may have happened.
When using the internet in my professional capacity or for school sanctioned personal use:
• I will ensure that I have permission to use the original work of others in my own work
• Where work is protected by copyright, I will not download or distribute copies (including
music and videos).
I understand that I am responsible for my actions in and out of school:
• I understand that this Acceptable Use Policy applies not only to my work and use of
school ICT equipment in school, but also applies to my use of school ICT systems and
equipment out of school and my use of personal equipment in school or in situations
related to my employment by the school.
• I understand that if I fail to comply with this Acceptable Use Policy Agreement, I could be
subject to disciplinary action. This could include a warning, a suspension, referral to
Governors and / or the Local Authority and in the event of illegal activities the
involvement of the police.
___________________________________________________________________________
_I have read and understand the above and agree to use the school ICT systems (both in and
out of school) and my own devices (in school and when carrying out communications related
to the school) within these guidelines.
Name: …………………………………………………….
Signed: …………………………………………………Date: ……………………………

Appendix 2a

Pupil Acceptable Use Policy Agreement KS1

Acceptable Use Policy Agreement


I will not talk to strangers on the internet.



I will not tell anybody my full name, where I live or the school that I go to.



If I find anything on the computer that worries me, I will click on Hector the Protector
and tell my teacher.



I will only use the computers for activities given to me by an adult.



I will not visit websites that I don’t have permission to visit.



I will not change anybody else’s work on the computer.



I will only take photos of people with their permission.



I will not bring my own computer games/phones into school.



If ICT equipment is damaged then I will tell the teacher about it, however it
happened.



I will not try to change computer settings.

I understand that these rules are for my own safety and the safety of others. I
understand that if I deliberately break these rules then the school may have to ban
me from using the computers and speak to my parents/guardians.
I have read and understood the above and agree to follow the rules both in and out of
school.
Name: …………………………………………….

Signed: ……………………………

Date: ………………

Appendix 2b

Pupil Acceptable Use Policy Agreement KS2

Acceptable Use Policy Agreement
I understand that I must use school ICT systems in a responsible way, to ensure that there is no risk to my safety
or to the safety and security of the ICT systems and other users.

For my own personal safety:
•
•
•
•
•
•

I understand that the school will monitor my use of ICT
I will treat my username and password like my toothbrush – I will not share it, nor will I try to use any other
person’s username and password
I will be aware of “stranger danger”, when I am communicating on-line
I will not share personal information about myself or others when on-line
If I arrange to meet people off-line that I have communicated with on-line, I will do so in a public place and
take a trusted adult with me
I will immediately report any unpleasant or inappropriate material or messages or anything that makes me
feel uncomfortable. (Hector the Protector)

I understand that everyone has equal rights to use technology as a resource and:
•
•
•

I understand that the school ICT systems are intended for educational use and that I will not use the systems
for personal use unless I have permission to do so
I will not try (unless I have permission) to make large downloads or uploads
I will not use the school ICT systems for on-line gaming, on-line gambling, internet shopping, file sharing,
or video broadcasting (eg YouTube), unless I have permission of a member of staff to do so.

I will act as I expect others to act toward me:
•
•
•

I will not access, copy, remove or alter any other user’s files, without their knowledge and permission
I will be polite and responsible when I communicate with others, I will not use inappropriate language and I
appreciate that others may have different opinions
I will not take or distribute images of anyone without their permission.

I recognise that the school has a responsibility to maintain the security of the technology it offers me
and to ensure the smooth running of the school:
•

•
•
•
•
•

I will only bring my personal hand held devices (mobile phones / USB devices etc) into school if I have
permission. I understand that, if I do bring my own devices into school, I will hand the device into the school
office at the beginning of the day and collect it at the end of the day. I understand that I must follow the
rules set out in this agreement, in the same way as if I was using school equipment
I will not try to upload, download or access any materials which are illegal or inappropriate or may cause
harm or distress to others
I will immediately report any damage or faults involving equipment or software, however this may have
happened
I will not open any attachments to emails, unless I know and trust the person / organisation who sent the
email, due to the risk of the attachment containing viruses or other harmful programmes
I will not attempt to install programmes of any type on a machine, or store programmes on a computer, nor
will I try to alter computer settings
I will not use chat and social networking sites.

When using the internet for research or recreation, I recognise that:
•
•
•

I should have permission to use the original work of others in my own work
Where work is protected by copyright, I will not try to download copies (including music and videos)
When I am using the internet to find information, I should take care to check that the information that I
access is accurate, as I understand that the work of others may not be truthful and may be a deliberate
attempt to mislead me.

I understand that I am responsible for my actions, both in and out of school:
•

•

I understand that the school also has the right to take action against me if I am involved in incidents of
inappropriate behaviour, that are covered in this agreement, when I am out of school and where they involve
my membership of the school community (examples would be cyber-bullying, use of images or personal
information).
I understand that if I fail to comply with this Acceptable Use Policy Agreement, I will be subject to
disciplinary action. This may include loss of access to the school network / internet, detentions, suspensions,
contact with parents and in the event of illegal activities involvement of the police.

I have read and understand the above and agree to follow these guidelines when:
• I use the school ICT systems and equipment (both in and out of school)
• I use my own equipment in school (when allowed) eg mobile phones, PDAs, cameras etc
• I use my own equipment out of school in a way that is related to me being a member of
this school eg communicating with other members of the school, accessing school email,
VLE, website etc.
Name: …………………………………………….

Signed: ………………………………………… Date: …………………………………………..

Appendix 3
Key Stage:

Pupil Acceptable Use Policy – ICT
Class:

Academic Year:

The following pupils have had the Acceptable Use Policy for the appropriate key stage explained to
them. By signing, they show that they understand the guidelines and agree to follow them when:
• They use the school ICT systems and equipment (both in and out of school)
• They use personal equipment in school (when allowed) eg mobile phones, PDAs, cameras etc
• They use personal equipment out of school in a way that is related to being a member of this
school eg communicating with other members of the school, accessing school email, VLE, website
etc.

